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1
Decision/action requested

A new key issue on the possibility of a UE faking location measurements is proposed to TR 33.814 [1].
2
References

[1]
3GPP TR 33.814: "Study on the security of the enhancement to the 5GC location services"
[2]
3GPP TR 22.261: "Service requirements for the 5G system; Stage 1"
3
Rationale

In several 3GPP location services, the UE of which the location is to be determined performs measurements itself and sends these measurements to the network so the network can determine its location. Examples are
· OTDOA (Observed Time Difference Of Arrival),

· Enhanced cell ID - measurement of arrival times of specific messages, and

· Enhanced cell ID - measurement of received signal strength of specific messages.
It may be advantageous for a UE to appear to be located somewhere else than it actually is. This can be done by the UE by faking the above measurements or by altering the measured values before sending these to the network.

Requirements to protect the production of the user location information and to detect tampering and spoofing attempts on the production of the user location information have been formulated in clause 8.7 "Fraud protection" of [2].
4
Detailed proposal

It is proposed to approve the changes below for inclusion in TR 33.853 [1].
***
BEGIN CHANGES
***

5.x
Key Issue #x: UE faking/altering location measurements
5.x.1
Issue description
In several 3GPP location services, the UE of which the location is to be determined performs measurements itself and sends these measurements to the network so the network can determine its location. Examples are

· OTDOA (Observed Time Difference Of Arrival),

· Enhanced cell ID - measurement of arrival times of specific messages, and

· Enhanced cell ID - measurement of received signal strength of specific messages.

It may be advantageous for a UE to appear to be located somewhere else than it actually is. This can be done by the UE by faking the above measurements or by altering the measured values before sending these to the network.

This key issue is about investigating how the network can detect that a UE has faked or altered measurements that are used for determining its location.
5.x.2
Network options affected
This key issue is applicable to the following network options:

- Option 2 - NR standalone with 5G Core

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

- Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)
5.x.3
Threat description

Not being able by the network to detect a UE faking or altering measurements that are used for determining the location of that UE may lead to

· 
granting a UE a service that is based on the UE having to be in a particular location when the UE is actually not in that location,

· 
a UE being able to provide a fake alibi for its user,

· 
etc.

5.x.4
Security requirements 

Subject to regional or national regulatory requirements, the 5G system shall support mechanisms to protect the production of the user location information and user positioning-related data against tampering and spoofing.

Subject to regional or national regulatory requirements, the 5G system shall support mechanisms to detect tampering and spoofing attempts on the production of the user location information and the user position-related data. 
***
END OF CHANGES
***

